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File Server Protocols 

NFS 

– Versions: v2, v3, v4 (which version do you use?) 

– Available for UNIX, Linux and Windows 

SMB (formerly known as CIFS) 

– Server Message Block protocol enhanced by 

Microsoft 

– Adopted by others for file serving applications 

including software utilities, operating systems, 

storage vendors, etc. 



SMB Protocol History 

1.x – Windows XP, Windows Server 2003 R2 

and older 

2.0 – Windows Vista, Windows Server 2008 

2.1 – Windows 7, Windows Server 2008 R2 

3.0 – Windows 8, Windows Server 2012 

– Known as version SMB 2.2 during Windows 8 

Beta 



SMB Behavior 

SMB steps down to lower (slower) version 

when servers and clients are not at the 

same level 

SMB is used by copy, xcopy and robocopy 

SMB is used by applications to perform file 

I/O 



Powershell: Get-SmbConnection 

Dialect column indicates the SMB version 



SMB in Other Products 

SAMBA 

– Windows interoperability suite for Linux & UNIX 

– Comments on SMB 3.0: “Wow, that’s cool.” 

– SMB 2.0 supported in SAMBA 3.6 

– SMB 2.1 supported in SAMBA 4.0 

– SMB 3.0 clients supported in SAMBA 4.1 

Storage Vendors 

– Various states of deployment 

– Some have announced support for SMB 3.0 



SMB 2.x Features 

SMB 2.0 

– Request compounding: multiple SMB2 

requests sent as one network request 

– Durable handles for temporary network 

disconnects 

SMB 2.1 

– Large MTU support: Default 1MB 

– Improved energy efficiency: allows clients to 

enter sleep power states with open file 

handles 



SMB 3.0 Features 

SMB Multi-channel: aggregates multiple 

network paths 

Performance optimizations for small 

random read/write I/O 

SMB Direct: supports RDMA-capable 

adapters 

SMB Scale Out: simultaneous file share 

access through all cluster nodes 

SMB Encryption 



SQL Server and SMB 

Microsoft SQL Server Support for SMB 

– SMB is supported for SQL Server 2008 R2 

– SMB is supported for SQL Server 2012 

– SMB support is planned for future versions 

Hyper-V in Windows Server 2012 

Provides another connectivity choice for 

Ethernet-based storage 

File servers are very common and 

relatively simple to manage 



SQL Server SMB Details 

Command Syntax 
CREATE 
 DATABASE xyz ON (NAME=xyz_data, 
 FILENAME='\\DMRTK-SRVR-K\SQLDATA\xyz_DATA.MDF') 

 LOG ON (NAME=xyz_log, 
 FILENAME='\\DMRTK-SRVR-K\SQLLOGS\xyz_LOG.LDF') 

 FOR ATTACH; 



SQL Server SMB Permissions 

File Permissions 

– Insure that the SQL Server account has “full 

control” permissions to the file share and the 

folder 

– If not in a domain, may require creating an 

account for SQL Server to use on the target 

server 

– Be sure to set the share and NTFS permissions 



SQL Server Best Practices 

Use the same storage guidelines as with 

block storage, such as different shares for 

databases and logs, etc. 



Performance Examples 
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SQL Server 2008 R2 Database Restore (20GB) 
SQLServer:Databases(_Total)\Backup/Restore Throughput/sec 

SMB 2.1 WS2008R2 iSCSI WS2008R2



0

50,000,000

100,000,000

150,000,000

200,000,000

250,000,000
0

:0
0

:0
0

0
:0

0
:0

3

0
:0

0
:0

6

0
:0

0
:0

9

0
:0

0
:1

2

0
:0

0
:1

5

0
:0

0
:1

8

0
:0

0
:2

1

0
:0

0
:2

4

0
:0

0
:2

7

0
:0

0
:3

0

0
:0

0
:3

3

0
:0

0
:3

6

0
:0

0
:3

9

0
:0

0
:4

2

0
:0

0
:4

5

0
:0

0
:4

8

0
:0

0
:5

1

0
:0

0
:5

4

0
:0

0
:5

7

0
:0

1
:0

0

0
:0

1
:0

3

0
:0

1
:0

6

0
:0

1
:0

9

0
:0

1
:1

2

0
:0

1
:1

5

0
:0

1
:1

8

0
:0

1
:2

1

0
:0

1
:2

4

0
:0

1
:2

7

0
:0

1
:3

0

0
:0

1
:3

3

0
:0

1
:3

6

0
:0

1
:3

9

0
:0

1
:4

2

0
:0

1
:4

5

0
:0

1
:4

8

B
yt

e
s
/

s
e

c
o

n
d

 

SQL Server 2008 R2 Database Restore (20GB) 
SQLServer:Databases(_Total)\Backup/Restore Throughput/sec 

iSCSI WS2012 SMB 3.0 WS2012
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Demartek References 

Demartek ROBOCOPY Comparison (1GbE, 10GbE, etc.) 
– www.demartek.com/Demartek_Presenting_RMWTUG_March_2011-03.html 

Demartek Storage Interface Comparison 
– www.demartek.com/Demartek_Interface_Comparison.html 

Demartek SSD Deployment Guide 
– www.demartek.com/Demartek_SSD_Deployment_Guide.html 

Demartek Commentary – Horses, Buggies & SSDs 
– www.demartek.com/Demartek_Horses_Buggies_SSDs_Commentary.html  

Demartek Free Monthly Newsletter 
– www.demartek.com/Newsletter  
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